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Disclaimer

The data provided within is the property of Mullen
Coughlin LLC. It is shared for educational purposes and
does not constitute legal advice, nor does it guarantee a

specific result or outcome in any matter. The presentation
and the information contained therein is current as of the
date of this presentation and provided for this limited use
by the intended recipient and may not be used, published
or redistributed without the written prior consent of Mullen
Coughlin LLC.



Incident Type

2020 2021 2022 2023

Incident Type Incident Type Incident Type Incident Type

Ransomware

Business Email
Compromise (BEC) -
Total

BEC Other

BEC - Wire
Fraud

Third-Party Breach
Network Intrusion
Other

Inadvertent Disclosure
Total

1,006 (29%)
794 (23%)

607
187

583 (17%)
450 (13%)
381 (11%)
214 (7%)

3,428
(100%)

Ransomware

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire
Fraud

Third-Party Breach
Network Intrusion
Other

Inadvertent Disclosure

Total

1,153 (29%)
1,059 (27%)

698
361

623 (16%)
559 (14%)
367 (9%)
209 (5%)

3,970
(100%)

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire
Fraud

Ransomware

Network Intrusion
Third-Party Breach
Other

Inadvertent Disclosure

Total

1,077 (36%)

733
344

732 (25%)
382 (13%)
316 (11%)
245 (8%)
207 (7%)

2,959
(100%)

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire
Fraud

Ransomware
Third-Party Breach
Other

Network Intrusion
Inadvertent Disclosure

Total

1,343 (34%)

996
347

884 (23%)
749 (19%)
403 (10%)
323 (8%)
218 (6%)

3,920
(100%)

**All Stats provided by Mullen Coughlin, LLC. The presentation and the information
contained therein is current as of the date of this presentation and provided for this
limited use by the intended recipient and may not be used, published or redistributed
without the written prior consent of Mullen Coughlin LLC.
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Industry Sector

2020 2021 2022 2023

Incident Type Incident Type Incident Type Incident Type

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

800 (23%)
496 (14%)

414 (12%)

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

1,024 (26%)
704 (18%)

520 (13%)

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

773 (26%)
448 (15%)

376 (13%)

Professional Services
Financial Services

Healthcare and Life
Sciences

Manufacturing and

928 (24%)
588 (15%)
572 (15%)

538 (14%)

Education 390 (11%) Financial Services 461 (12%) Financial Services 350 (12%) Distribution
Non-Profit 303 (9%) Technology 372 (9%) Technology 333 (11%) Technology 372 (9%)
Financial Services 296 (9%) Education 215 (5%) Non-Profit 157 (5%) Education 245 (6%)
Technology 277 (8%) Non-Profit 205 (5%) Education 142 (5%) Non-Profit 208 (5%)
Government 182 (5%) Government 200 (5%) Hospitality and 139 (5%) Hospitality and 169 (4%)
Hospitality and 160 (5%) Hospitality and 152 (4%) Entertainment S T
Entertainment Entertainment Government 122 (4%) Government 138 (4%)
Retail/e-Commerce 60 (2%) Retail/e-Commerce 73 (2%) Retail/e-Commerce 84 (3%) Retail/e-Commerce 130 (3%)
Energy 49 (1%) Energy 37 (1%) Energy 34 (1%) Energy 32 (1%)
Other 1(<1%) Other 7 (<1%) Other 1(<1%) Other 0 (0%)
Total 3,428 Total 3,970 Total 2,959 Total 3,920
(100%) (100%) (100%) (100%)

**All Stats provided by Mullen Coughlin, LLC. The presentation and the information contained therein is
current as of the date of this presentation and provided for this limited use by the intended recipient and
may not be used, published or redistributed without the written prior consent of Mullen Coughlin LLC.
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The (Potentia

Engagement of
Negotiation and
Payment Firm

Engagement of
Financial Institution(s)

For financial fraud incidents, as required

Engagement of Breach
Coach/Notification to

1 Engagement of PFI
Carrier

For credit card incidents, as required

Detection

Engagement
of PR Firm

R Roadmap

Disclosures, As Required
(Law, Contract, Courtesy)

Internal/external; law enforcement; individuals;
regulators; consumer reporting agencies; media;
business partners

Data
Mining

Restoration

Backup vs. key

Mobilization of
Incident Response
Team

Engagement of
Law Enforcement

Development of
Communications
Strategy

Internal and external
Privileged Engagement
of Forensic
Investigation Firm

What happened? How did it happen? Is it
ongoing? What is the impact and scope of
interruption? What information may be at risk
as a result of the incident?

Engagement of
Mailing, Call Center
and Credit Monitoring
Providers

Regulatory
Interaction

Litigation/Claims

Single-plaintiff; class action
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